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For both banks and broker-dealers, the branch audit 
process is a key risk management and regulatory 
requirement. While the emphasis for each is 
different, branch audit management programs have 
similar structures and the goal to mitigate risk and 
ensure regulatory compliance. Broker-dealers and 
banks must demonstrate well-managed branch 
reviews, remediation processes and strict adherence 
to policies, procedures, and controls.

Regulators, such as FINRA, the Office of the 
Comptroller of the Currency (OCC), and the Consumer 
Financial Protection Bureau (CFPB), expect banks 
and broker-dealers to manage existing risks at every 
level—and to be equally prepared to detect and 
control new and emerging risks. Poor fraud detection 
and unethical sales practices in the branch network 
create high-risk situations and rigorous assessments 
of branch compliance with policies, procedures and 
controls are essential so that oversight stakeholders 
can identify the branches that warrant attention and 
remedial activities.

For broker-dealers, a key provision in the FINRA 
Rule 3110 (Supervision) requires member firms to 
conduct an annual review of the businesses in which 
they engage. Central to this review are annual branch 
audits, whose purpose is to guarantee that branch 
supervision and all activities are conducted according 
to applicable securities laws and regulations.

For banks, the three lines of defense against risk and 
fraud include examination of the bank’s branches 
to ensure that risks are managed through the 
assessment of internal controls. 

The first line comprises the customer-facing 
employees and the staff who are responsible 
for the retail branch network operations. These 

personnel handle critical items as cash, vault and 
teller administration, ATM administration, customer 
service activities such as account openings, account 
documentation, deposit procedures and anti-money 
laundering (AML) controls. Branch personnel know 
they must closely follow prescribed procedures 
designed to prevent fraud around account openings, 
assure AML compliance, and root out potential bad 
actors. In just the first line of defense, failure can 
mean financial loss, massive fines, and reputational 
damage.   

The second line of defense, the compliance and risk 
teams, conduct oversight to ensure compliance with 
rules, regulations and procedures. 

The third line of defense, the audit function, can 
take different forms. For example, in larger banks 
there may be a dedicated branch audit team that 
reports to compliance, internal audit, or a risk 
function. The team is skilled at observing branch 
behavior, conducting staff interviews, and analyzing 
the information collected from branches in order 
to rapidly identify potential issues to maintain good 
corporate governance and regulatory compliance. 
Typically, large banks employ a cycle-based audit plan 
that spans a 2 or 3-year period to cover all branches. 
The audit plan focus for the coming year is based on 
previous results of individual branch audits, as well 
as enforcement and key regulator themes.  

Because investor- and customer-facing employees 
have such an important role in risk mitigation, 
regulators including FINRA, SEC and the OCC, have 
stated expectations that the accountability for 
identifying and mitigating front-line risk increasingly 
shift from the second line of defense to the first line 
of defense.

INTRODUCTION
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Well-managed branch audit programs follow a 

similar model, which ideally begin with an established 

team of seasoned auditors who are well trained 

in regulatory requirements and the firm’s policies, 

procedures and controls. The process includes the 

following elements:

Audit Planning – Identifies the branch audit cycle 

and priority. The interval is determined by the size 

of the branch, nature of the products sold, and 

the branch’s level of risk—typically diagnosed by 

the results from the previous audit. Branches that 

performed poorly on the last exam are audited 

more frequently because they pose higher risk.  

Audit Pre-work – Banks and broker-dealers differ 

in the data they gather but a successful audit 

requires a well-prepared auditor. Once an audit 

is scheduled, the auditor begins collecting an 

aggregate of data that will serve to identify early red 

flags. This is typically accomplished using a pre-audit 

questionnaire, where designated branch employees 

report on key data points that will enable the auditor 

to focus in on areas of potential risk. For banks these 

topics typically include account opening procedures, 

cash handling, teller transactions and depository 

vault and safe deposit box protocols among others.  

On-Site Inspection and Interviews – The onsite 

branch visit is focused on inspecting branch 

operations, processes across branch activities and 

customer documentation. The auditor conducts 

employee interviews, including tellers and branch 

managers for banks and registered representatives 

and support staff for broker-dealers. Because the 

inspection and interview process is guided by a 

set of pre-defined questions organized by topics, 

multiple branch personnel can be interviewed using 

standardized questions. Employee responses and 

audit observations made on inspection are the 

basis for branch risk and regulatory compliance 

assessments.

Analysis and Issue Remediation – Information 

collected during the inspection and interview 

phase is analyzed to confirm branch activities are 

being conducted in alignment with the broker-

dealer’s / bank’s policies, procedures and regulatory 

requirements. Issues arising from non-compliance 

or from a lack of understanding must be addressed. 

During this phase, auditors and administrators 

document the issues and work with the branch on 

a suitable remediation plan. Typically, a findings 

letter is sent to the branch documenting the issues 

identified during the inspection. This document is 

the basis for remediation actions. 

Issuance of Final Report – Once all issues 

associated with the audit have been addressed, a 

final audit report is published. The report typically 

contains the information gathered during the on-

site inspection, issues identified during the audit 

and their remediation, and relevant supporting 

documentation. A final risk score is often assigned to 

the audit, which becomes an input to the risk-based 

assessment of when the branch needs to be audited 

next.

BRANCH AUDIT MANAGEMENT PROCESS   
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CHALLENGES    

Managing branch audits using spreadsheets or generic collaboration tools present opportunities for human 

error, compromise process integrity, and lack the controls that provide consistent data for improvement. 

Generic tools often fail to impose the built-in checks to ensure that required information is collected. These 

limitations mean that the quality of the branch audit process is compromised to some degree, which in turn 

can lead to non-compliance and reputational risk exposure. 

This is what we hear from banks and broker-dealers that have relied on manual, human-centric processes that 

involve spreadsheets, email, and / or SharePoint®, to manage their branch audit program. 

 — Audit scheduling, management and follow-up processes are extremely time-consuming and wrought 

with risk of error.

 — Collecting branch audit response data in individual spreadsheets make it challenging to manage and 

report on branch audit data across all branches or a specific subset of branches.  

 — Auditors dedicate significant time to tracking down responses manually, which often results in gaps in 

the audit response data.

 — Lack of a consistent, repeatable process results in inconsistent audit execution across branch locations, 

as well as an inconsistent tone and messaging across audits.

 — Generic tools bridged with email-based communications impede the ability to identify the status of 

audits and required remediations, and does not capture an audit trail that demonstrates a defensible 

process.

 — Silo’d data and poor reporting tools preclude the ability to identify critical trends and pinpoint risk.

The result is operational inefficiency and inconsistent results across auditors and branch locations. 

Scheduling, conducting, identifying, and following up on deficient responses, issue resolution, and reporting 

is extremely time-consuming and fraught with the possibility for error. It’s difficult for personnel to create 

consistency when performing such activities as a trending analysis on deficiencies or determining needed 

operational improvements. In addition, it’s challenging to establish a centralized location to manage the audit 

program and associated data, which is essential to creating a solid audit trail. When these activities are not 

systematized, the risks are magnified.
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Even with the proper application of technology, branch audits can still be very time-consuming when hundreds 

or thousands of branches need examination. It’s critical that the process and supporting technology drive 

a consistent, repeatable process. This demonstrates the institution’s branch audit process as an important 

control that serves to support a culture of compliance and mitigate risk across all branch activities.  

A technology-enabled approach enacts standardized data collection, diagnoses which branches or regions 

require deeper examination, and provokes timely, effective auditing within branches. 

An automated and systematized branch audit process can greatly reduce the opportunity for human error, 

help isolate issues, and ensure that the remediation loop is closed. It also ensures that the bank or broker-

dealer discovers any issues across branch activities before regulatory examiners discover those issues and 

they create real consequences for the institution. 

 A centralized database to store and manage branch audit data is fundamental to creating a strong audit trail—

and provides a consistent and accurate view of first-line operational risk. Only then can important trends be 

identified and remediated, and process improvements, across the branch network, be made.

Implementing fit-for-purpose technology ensures that the institution’s branch audit program is consistent 

and repeatable, while installing a closed-loop process for remediations. By doing this, both banks and broker-

dealers will greatly decrease their risk of financial and reputational damage. 

BRANCH AUDIT MANAGEMENT: KEYS TO SUCCESS
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Broker-dealer significantly reduces time per audit, improves audit response rates 
and delivers a unified view of audit and inspections data across the organization

Profile

Midwestern broker-dealer, affiliated with a multi-line insurance company, with more than 900 registered 

representatives. Client has a staff of two full-time auditors that completes 225 audits annually and a group of 

65 supervisors that conducts more than 550 inspections each year, in addition to managing a range of other 

significant market conduct and compliance processes. While the firm has a strong track record of compliance 

with regulatory requirements, the process of managing responses for their audit findings had become 

cumbersome and inefficient.

Challenges

The client had previously engaged a compliance software provider to manage follow-up for their audit program. 

However, the results were disappointing, as deficiencies in the system ultimately resulted in an increase in 

manual tasks to make the firm’s audit processes work within the capabilities of the software. The application’s 

limitations impacted several aspects of the audit program: 

 — Users had to manually create a formal letter for each inspection, by cutting and pasting from the 

findings in the vendor application. 

 — Because the system lacked a mechanism for communication, audit follow-up was conducted via email 

and phone. 

 — The firm was forced to maintain a spreadsheet, outside the system, as the central repository of 

response data. 

 — Auditors dedicated significant time to tracking down responses manually, and were often left with gaps 

in their response data.

WHAT THIS LOOKS LIKE IN ACTION: BROKER-DEALER SUCCESS STORY
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Solution

After a thorough evaluation, the client selected RegEd’s Audit Management solution to address its core objectives 

and realize other significant benefits in simplifying their overall audit management process. In addition to the 

firm’s audit program, the system would enable automation and tracking of the firm’s inspection program, which 

they were unable to do before. 

After consultation with RegEd implementation and solution experts, the client implemented a highly customized 

solution that delivered key capabilities to streamline its audit and inspection programs, including:

 — Provide a central repository for audit data which is easily accessible and exportable.

 — Automated notifications to reduce the burden on auditors.

 — Flexibility to request responses for specific audit findings.

 — Automated reports that isolate findings and suggested actions.

 — Closed-loop response workflow to improve issue resolution rates.

Impact

 — Improved efficiencies throughout the audit process, including a reduction in time per audit and 

significantly reduced response times.

 — Ability to scale its audit and inspections program with the addition of more than 550 inspections 

managed within the system.

 — Established a “common voice” across the firm through standardized, automated content.

 — Improved timeliness of response data with more than 80% of responses received within 15 days.

 — Provided a single, unified view of audit and inspection data across the organization, including the ability 

to monitor auditor productivity.

 — Installed a closed-loop process with automated tracking and reminders for open items, resulting in 

higher response rates and a reduced risk of incomplete audit resolution.
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Global bank simplifies its highly complex audit program, boosting productivity 
for audit staff while reducing non-compliance risk

Profile

U.S.-based, tier-one consumer and commercial banking institution, with more than 5,000 branches, 200,000 

employees, and operations in more 100 countries. The client sought to implement a single solution that would 

streamline its increasingly complex bank branch audit process. The institution is affiliated with large retail and 

institutional wealth management and securities divisions, which have established partnerships with RegEd 

spanning more than 10 years.

Challenges

The bank’s audit management process had grown in complexity over the years, at the same time the number 

of annual audits managed climbed from approximately 3,000 audits to more than 7,000. Multiple disparate 

systems were used by more than 100 audit staff to manage the end-to-end audit life cycle, and store and 

share critical audit data. As regulatory and business requirements grew, the process become progressively 

cumbersome. This resulted in inefficiency throughout the process and increased risk of non-compliance and 

data inaccuracy as a result of human error.

Maintenance of the bank’s legacy system, which was being phased out by its provider, had become overly 

burdensome and costly for the client, as maintenance and development to support evolving requirements 

was managed by internal IT resources. Faced with the impending sunset and a growing gap between changing 

requirements and the capabilities of the current system, the bank sought alternative solutions that would leave 

its core business processes intact.

Solution

As an established partner of the bank’s wealth management and securities divisions, RegEd was a known 

quantity within the broader organization. The Client presented the RegEd project team with an in-depth view of 

their current processes, key challenges and their vision and mandatory requirements, including the institution’s 

rigorous IT and security standards.

WHAT THIS LOOKS LIKE IN ACTION: BANK SUCCESS STORY
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After a thorough consultative evaluation, RegEd delivered its Enterprise Audit Management solution, precisely 

configured to the Client’s specifications. The solution’s high degree of configurability was critical to successfully 

meeting the unique requirements of the banking division in a way that was adaptable to the client’s existing 

process. 

The solution delivered key functionality including:

 — Audit data pre-population, to dramatically reduce manual data entry on the part of audit staff. 

 — An ability to maintain audit data within a single system, which can be automatically pulled into reports/

letters or to upstream or downstream systems.

 — Task management workflow that’s highly adaptable to the bank’s audit process, to support distinctive 

bank processes like admin and quality reviews.

 — Fully customizable audit content to support tracking of business processes such as interviews, sampling 

and branch procedures.

Impact

 — Improved efficiency and productivity for audit staff through reduced manual data entry and streamlined 

audit and reporting processes.

 — Simplified a previously highly complex process by consolidating the number of systems required, while 

keeping the client’s core program intact.

 — Increased visibility into the audit process by providing the most senior level compliance staff and 

executive management with a standardized view across business units.

 — Reduced risk of non-compliance and inaccuracies during audits that can result from human error.

 — Enabled greater preparedness to readily produce audit data to management or regulators.



In order to precisely and consistently plan, schedule, conduct, resolve and report on audits, 
broker-dealers and banks must rely on a technology-enabled process.

Fit-for-purpose technology can greatly mitigate audit management issues from manual 
processes and the increased risk exposure due to human error. A purposed technology 
solution can also ensure the consistency and standardized procedures that are central to 
effective audits.  

Systematizing the audit process enables stakeholders to efficiently manage the full audit life 
cycle and confirm that deficiencies are properly remediated. 

The platform must enable effective oversight and efficient administration of the branch audit 
program while facilitating administrators, supervisors, auditors, and auditees to participate in 
the process at all appropriate stages.

Core functional capabilities that hallmark fit-for-purpose branch audit technology should 
include:

FIT-FOR-PURPOSE TECHNOLOGY ENABLES A BEST-PRACTICE REPEATABLE PROCESS 

Audit Dashboards

Audit dashboards to provide 
insight into individual audit 
status as well as the firm’s 
overall audit program.

Customizable Content
The ability to fully customizable 
audit content with an extensive 
set of answer types for flexibility 
and consistency in data capture.

Offline Capabilities
Flexibility to perform audits 
offline, without the need for 
an internet connection.

Issue Resolution
Remediation and resolution case 
management functions to enable 
efficient follow-up by auditors, 
while allowing auditees to respond 
to questions, online, in the context 
of the issue.

Data Pre-Population

The ability to pre-populate 
audits, including pre-audit 
questionnaires, to reduce 
manual data entry and the 
instance of human error.

Real-Time Intelligence

Real-time identification of 
repeat deficiencies during an 
audit to enable the firm to 
isolate negative trends and 
quickly address issues at the 
time of finding.
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RegEd is the market-leading provider of enterprise compliance solutions with relationships with more than 

200 enterprise clients, including 80% of the top 25 financial services firms.

Established in 2000 by former regulators, the company is recognized for continuous regulatory technology 

innovation with solutions hallmarked by workflow-directed processes, data integration, regulatory intelligence, 

automated validations, business process automation, and compliance dashboards. The aggregate drives the 

highest levels of operational efficiency and enables our clients to cost effectively comply with regulations and 

continuously mitigate risk. 

Trusted by the nation’s top financial services firms, RegEd’s proven, holistic approach meets firms where they 

are on the compliance and risk management continuum, scaling as their needs evolves and amplifying the 

value proposition delivered to clients.
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